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Helge Naber 
Montana Bar Id. 7059 
NABER PC 
300 Central Avenue Suite 320 
Great Falls Montana 59401 
Phone (406) 452 3100 
Fax (406) 452 6599 
ATTORNEY FOR DEFENDANT 
 
 

IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MONTANA 

GREAT FALLS DIVISION 
              
      * 
UNITED STATES OF AMERICA * CR 08-33-GF-CCL-3 
 Plaintiff    *  
vs.      * DEFENDANT KUZMENKO’s 
      * MEMORANDUM IN SUPPORT 
JEVGENIJS KUZMENKO  * OF SECOND MOTION TO 
 Defendant    * DISMISS 
      *        
 

Defendant JEVGENIJS KUZMENKO, by and through counsel, hereby 

respectfully submits his Memorandum in Support of his First Motion to 

Dismiss for Lack of Probable Cause, and reasons as follows: 

 

FACTUAL BACKGROUND 

 1. Between about December 20, 2007, and about January 11, 2008, 

an Co-Defendant Robert Borko effected a series of unauthorized intrusions 

into a private computer system belonging to D.A. Davidson Companies 

(“DADCo.”) in Great Falls, Montana, retrieved personal and financial 

account information from D.A. Davidson Companies’ customers, and stored 

such information on another computer believed to be under the control of 

Co-Defendant Robert Borko. See Affidavit in Support of Request for 

Extradition of Jevgenijs Kuzmenko ¶5 attached hereto as Exhibit 1. 
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 2. On January 16, 2008, a senior employee of DADCo. Received an 

email from Co-Defendant Borko with the following content: 

 “Mr. Morrison, 
Dadco web applications have several security vulnerabilities, which 
make possible access to your database and to your internal network. 
Please see an attached file with 20,000 records of your clients 
accounts – (Account Number, SSN, First Name, Last Name, Address, 
City, Zip, FC ID, Date of Birth, Account Asset Type, Account Value). 
Other clients records (more than 300k) as well as other sensitive date 
also be accessed. 
Davidson Companies is very respectfull financial services provider, 
hundreds of thousands of clients trust you their money, it’s not good 
when any person have ability to look inside your Database. Do you 
agree with me that the vulnerabilities must be fixed as soon as 
possible? I offer you a full report on all the security vulnerabilities 
found on Dadco, my services as independent IT security consultant 
and the garantee that all aquired data will be deleted from my 
computer. I hope you not want to involve FBI here and we can have 
agreement like businesman.” See U.S. Secret Service Investigative 
Report [undated] authored by USSSRA O’Neil (Govt. Bate-Stamp 
00004) attached hereto as Exhibit 2. 

 

 3. In a subsequent email to another DADCo. employee, Co-

Defendant Borko stated:  

 “Donn, 
My name is Robert Borko, I’m independent IT security consultant. 
Michael Morrison advised me to contact you in regard to 
vulnerabilities in Dadco network, i believe Michael have already 
forwarded you my previous emails and you know the matter. 

 
 The help i want to offer you include: 

1. The full and detailed report on all vulnerabilities found on your 
network. 
2. Advise on fixing the vulnerabilities + advises on how to garantee 
your network protection in future. 
3. 6 Month free support on IT security questions, email or icq at your 
choise. 
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4. Garantee that all data aquired from Dadco network will be deleted 
from my computer. 

 5. Long time relations if you are interested in them. 
 
The price for the services is 80k usd, 40% should be paid in advance, 
60% after you get the security report, the aquired data is destroyed 
when the final payment is made. Payment method is Western Union 
(several transfers) or bank wire, WU is prefered. 
 
I’m interested in you to benefit from our relations and have a good 
impression of it as many of my previous clients. 

 
 Regards, 
 Robert” 
 

See id. at Govt. Bate-stamp page 00006. 

 4. DACo. ultimately agreed to retain Co-Defendant Borko’s services, 

and further communications concerning further details of the services and 

transactions, including DACo. executing a service agreement with Co-

Defendant Borko ensued. See id. at Govt. Bate-stamp pages 000010-

000011. In further email exchanges on February 6 and February 8, 2008, in 

order to facilitate payment of the agreed-upon contract price, Co-Defendant 

Borko gave DADCo. the name Defendant Kuzmenko’s name as the 

beneficiary of the first Western Union transfer in the amount of $1,500.00 

directed to Western Union in the Netherlands. See id. at Govt. Bate-

stamped pages 000015-000016.  

 5. Co-Defendant Borko further advised DADCo. that “people picking 

up the money don’t know where the money from[.] They just get the WU 

trsnfer [sic] information.” See id. at Govt. Bate-stamped page 000014. They 

had no knowledge of the origin of the funds transferred, or of the reason 

why the transfer was made. See U.S. Secret Service Investigative Report 

Case 4:08-cr-00033-CCL   Document 45    Filed 02/05/10   Page 3 of 9



C-08-11-GF-CCL • DEFENDANT KUZMENKO’S MEMORANDUM IN SUPPORT OF SECOND MOTION TO DISMISS • 4 

[undated] authored by USSSRA O’Neil (Govt. Bate-Stamp 000014) 

attached hereto as Exhibit 2. 

 6. Though someone with knowledge of the transfer contacted 

Western Union in the Netherlands on or about February 14, 2008, no one 

picked up, or attempted to pick up, this February 14, 2008-transfer. See 

Affidavit in Support of Request for Extradition of Jevgenijs Kuzmenko ¶8 

attached hereto as Exhibit 1. 

7. On February 18, 2008, Defendant Kuzmenko was arrested in 

Eindhoven/Netherlands. See U.S. Secret Service Investigative Report 

dated April 24, 2008 authored by USSSRAIC McDonough (Govt. Bate-

Stamp 00040) attached hereto as Exhibit 3. Defendant Kuzmenko was 

arrested under a provision of the U.S.-Dutch Extradition Treaty, which 

allows for the preliminary arrest of a suspect physically present in the state 

from which extradition is requested (“the Requested State”). See U.S. 

Department of Justice Request for Provisional Arrest dated Feb 19, 2008 

(Govt. Bate-Stamp 000340-000343) attached hereto as Exhibit 4. Such 

request was supported by factual allegations that Defendant Kuzmenko 

“made an attempt to pick the money and failed”. See id. at Govt. Bate-

Stamp 000341. 

 8. On February 20, 2008, all Dutch charges against Defendant 

Kuzmenko were dismissed by a Dutch court, and Defendant Kuzmenko 

remained detained based solely upon the provisional arrest and expedition 

request. See U.S. Secret Service Investigative Report dated April 24, 2008 

authored by USSSRAIC McDonough (Govt. Bate-Stamp 00040) attached 

hereto as Exhibit 3. He was finally extradited to the United States in 

October 2009, and has remained in continuous custody since his arrival. 
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LEGAL ANALYSIS 

 

I. Count II of the Indictment Against Defendant Kuzmenko Should be 
Dismissed Because No Threat of Economic Harm Was Made Against 
DADCo. and Its Fear Thereof Was Not Reasonable. 
 

 In Count II of the Indictment, Defendant Kuzmenko is charged with 

(aiding and abetting) economic extortion of DADCo., in violation of 18 

U.S.C. §§1951, 2. 

 The elements of economic extortion are a threat of economic harm 

that is made with the purpose of obtaining money from the victim that puts 

the victim in reasonable fear of economic harm. See. U.S. v. Marsh, 26 

F.3d 1496, 1500 (9th Cir. 1994). To find criminal liability for aiding and 

abetting such a threat, the prosecution must prove that the defendant 

specifically intended such threat to be made and took take some action in 

furtherance of such intent. Cf. U.S. v. Nelson, 137 F.3d 1094, 1104 (9th Cir. 

1998). 

 Here, there was no threat of economic harm because Co-Defendant 

Borko’s proposal to enter into a consulting agreement with DADCo. did not 

contain any threatening conditio sine qua non in case DADCo. would not 

accept his proposal. See U.S. Secret Service Investigative Report 

[undated] authored by USSSRA O’Neil (Govt. Bate-Stamp 00004 and 

00006) attached hereto as Exhibit 2.  

The emails show an offer a guaranty that the acquired data would be 

deleted from Co-Defendant Borko’s computer. They did not contain any 

threats that the data would be published, disseminated, compromised, or 

otherwise abused if DADCo. turned down the offer. There is no evidence 
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that the original data found on DADCo.’s servers were destroyed, tampered 

with, access to them in any way hindered, or that DADCo. was in any way 

blocked or prevented from their use. As far as the duplicate data retrieved 

by Co-Defendant Borko are concerned, they may have been stored on Co-

Defendant Borko’s computer forever or they may have been deleted 

regardless. Lastly, there was no mentioning that the intrusion would have 

been made public, thereby compromising DADCo.’s reputation or harming 

any other proprietary or economic interest. 

 Furthermore, the concept of hacking into a computer system, then 

revealing the intrusion, and seeking employment is hardly new or 

necessarily criminal. See ABC News Article “Hacking Their Way to a Job?” 

published Apr 17, 2009 attached hereto as Exhibit 5; BBC News Article 

“iPhone hacker lands software job” published Nov 26, 2009 attached hereto 

as Exhibit 6 and Washington Post Article “The Hacker Fair” published Jan 

6, 2010 attached hereto as Exhibit 7. Thus, even if there was a perceivable 

threat, it did not create a reasonable fear of economic loss. 

 In any event, all communication to and from DADCo. was initiated 

and entertained solely by Co-Defendant Borko. See U.S. Secret Service 

Investigative Report [undated] authored by USSSRA O’Neil (Govt. Bate-

Stamp 00001 et.seq.) attached hereto as Exhibit 2. Defendant Kuzmenko 

was not involved in such communications, either directly or in an aiding 

capacity, nor did he knew of them or intended them to be relayed. See id. 

Therefore, Count II of the Indictment, as far as it pertains to him, should be 

dismissed. 
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II. Count V of the Indictment Against Defendant Kuzmenko Should be 
Dismissed Because He Did Not Undertake An Overt Act to Carry The 
Offense. 
 

 Defendant Kuzmenko is charged with receiving, possessing, 

disposing, or concealing money obtained from the acts of extortion, in 

violation of 18 U.S.C. §§875, 880 (Count V). 

 Defendant Kuzmenko did not attempt to pick up the February 14, 

2008-transfer to Western Union in Eindhoven. See Affidavit in Support of 

Request for Extradition of Jevgenijs Kuzmenko ¶8 attached hereto as 

Exhibit 1. He did not approach Western Union outlet to attempt receipt of 

the transfer made to him as the designated beneficiary. There is no proof 

that he ever even contacted Western Union in order to do so; all that is 

known is that “someone with knowledge” contacted Western Union, but it is 

unknown who this “someone” is. See id. Defendant Kuzmenko was 

arrested by Dutch authorities in the apartment in which he stayed at the 

time. See U.S. Secret Service Investigative Report [undated] authored by 

USSSRA O’Neil (Govt. Bate-Stamp 00024) attached hereto as Exhibit 2. 

He had no knowledge of the source of the funds, or the reason why he was 

designated as their recipient. See U.S. Secret Service Investigative Report 

[undated] authored by USSSRA O’Neil (Govt. Bate-Stamp 000014) 

attached hereto as Exhibit 2. 

 Thus, there is no evidence that Defendant Kuzmenko received, or 

attempted to receive, any money from Western Union in Eindhoven. 

Therefore, Count V of the Indictment against him should be dismissed. 
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III. Count I of the Indictment Against Defendant Kuzmenko Should be 
Dismissed Because There Is No Offense for Which Commission He 
Conspired With The Co-Defendants. 
 

 As shown above, there is no evidence that Defendant Kuzmenko 

committed, or attempted to commit any criminal act. Person cannot be 

convicted of under 18 U.S.C. §371 of conspiring to commit a crime against 

the United States when the facts reveal that there could be no violation of a 

statute under which the conspiracy is charged. See U.S. v. Galardi, 476 

F.2d 1072, (9th Cir. 1973). 

 

WHEREFORE, Defedant Kuzmenko respectfully moves the Court to 

 dismiss Counts I, II, and V of the Indictment against him. 

 

Counsel for Defendant has conferred with Counsel for Plaintiff earlier, 

and counsel for Plaintiff indicated that he will resist this motion. 

 Counsel for Defendant estimates that the time sufficient for a hearing 

would be one hour. 

Respectfully submitted this  5th  day of February, 2010. 
        NABER PC 
 
        _/s/ Helge Naber__________________ 
        Helge Naber 
        Montana Bar Id. 7059 
        300 Central Avenue Ste. 320 
        Great Falls, Montana 59401 
        Telephone (406) 452 3100 
        Facsimile (406) 452 6599 
        ATTORNEY FOR DEFENDANT 
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 Clerk of District Court via CM/ECF 

 Ryan Archer Esq. 

US ATTORNEY’s OFFICE 

316 North 26th Street 

Billings Montana 59101 

 

CERTIFICATE OF ELECTRONIC 
SERVICE 

 
This is to certify that the foregoing MEMORANDUM IN SUPPORT OF 
MOTION TO DISMISS was duly submitted to the CM/ECF System 
of the trial Court named in this action, and submitted to counsel 
for the plaintiff by facsimile transmission on February 5, 2010. 
 
 NABER PC 
 
 By __/s/ Helge Naber__________________________ 
 300 Central Avenue Ste. 320  Great Falls, MT 59401 
 

 

CERTIFICATE OF COMPLIANCE 
 
Pursuant to L.CR. 12.1(e), counsel for Defendant Kuzmenko 
hereby certifies that this MEMORANDUM IN SUPPORT OF SECOND 
MOTION TO DISMISS contains 1,746 words and is thus compliant 
with the word limit by L.CR. 12.1(b).  
 
 NABER PC 
 
 By __/s/ Helge Naber________________________ 
 300 Central Avenue Ste. 320  Great Falls, MT 
59401 
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